L | _(Z(e, ES’A_ £acr¥ g(ﬁo—‘ & ine - (f_\)

RSA s

me .._Q ﬂ'ﬁf4n¢,»¢m_ﬂ_=_— S

ch/ﬁéw M(a M%_M e e g S

l?:fs

— T S e, e e e, e o W

| Ra mcvﬁvﬁw éu: LS _,.;._..____M
| /&M A O(QC-V,«M{G-\ %7 C‘-él__ﬂ—ﬁ ﬁ___...('f . i =t &

ety f B
;\b SA is nfzw(d..‘?/_ Ae ifsh ] Aodler }/_ .

ok Such o cvygbcedeey 00

{ e dgemmedy is 4 éaﬂd an /ﬂa .ysc.,,é

— —— —— — ST g e

L_._.,___,,_ o fod fhliely deseshed fe

orm’ﬂm ) B e

N _____ 1 —
7

— . proflom e, Moéue&;&/ -~

|-ﬂaz/‘o6dm#«- A 4(-«‘ o s

| /ﬂmmjﬁz e A S

__J; n /?514 S_L_/leue _ay ,w«u‘u W L &0

——mcf'_a/iu_mp_;?h hich i o Rl b o
aﬁ&/%aw \ﬂﬂ_______.__._,,.._..-._. &4@4 ih ;}@Qg/w@ﬂ’e

< cheme

g Tgagﬁ %uso"'_]{'“ JG(CM(“—‘[“

e o e o o = P and 7

= O

- L@

1%},- i ¢ hooeea ﬂa‘/ [ i — e

Mw/@&( o Kl

e feint S AL _E;HL/;{ . B A .




8]
_ T ,'Q/%w anct ore  mesle e
| Cperteps ecct fogus ok e SELAL o

SR | T zfr_?cﬁ?}. -—-—_———-_4-4:&_440.@9{ R

Now soppoe ,4 Mméa{m/ « :-eae/mﬂ‘j&—lf
#uf casf ﬁc. mwSS‘Qja
T JON SXKATES
Fus* A m.«ﬂl Frn Je meSSESE ,4£ a e ..
M o+ omAe bhow so /mfm Wd@-« A o spne

L.«ﬂ&j’-)_. lﬂf_g.o'_ﬂyj_.zéL»ﬁ SO 3 SO L a—

e Ape = L Ko s ge X, mow Mo

-

Wodoer

M =
—
I W AP N N N

/Vdé‘v " g’aaés vp = ‘s = aj e /.")/é
d/rw/;ry Y aleolofes

—

. — oy - )
ez - - -_-"_'I'J

—_Tu.u_ﬁ j’b S’-Eqrﬁ' . 2 we SM.E@
= M _ ..

.51) /’{f B /mmé me:?(
| Tho doscvipfron e il g Mo .
F Mo o fon M bl b’
B | Pog=> How et
jg?i‘ .g.qc.wu ad c’ a_(ecavéig

4

e e e L el o il et S

e S— —— | e— g oy

| u



(p-3)

£ xample
S ?, -e»ﬁ': YA all/\eacoq L ta

”n= 7/.0%'35‘/-7372 ad r'- 6843 /5‘2—7? Gz

vl of m is Ao ol A cor i pmtie (MW‘M""‘:);

_Af I/M/éf é/_évdéﬂé ﬂgwm@‘ ’4 M /‘f,,‘-,é

/0 A 7t frecar : - .
4 =

l 7f4_ _7[,/&/@&{@2 Sreo nd  rfonkrn jﬁ_a’:v&{i

Svme

D Jbu .&8/5.

— —

L p-=6843/52%7 A raletates

Tor A frmerih d 2 Lo pessae

Mowe B lrenkt Bis of ink [0 lgetfecas

E -

JH_

H O ' = — g
f/f /fm,amo A{s decrel . . whicheS

A caleolate

/




_ el

}(71146 g__é:-f Ae_c_amﬂ/e ) -_ | _

M =

__ .5@;;‘\-67%_7‘»_&; btee K

7Zearem / ng’ j 1@, .Dec“égf p/oceo(thf-’/)

SALPP 1; ol 3 e giskineb . o o
'ﬂnﬂm&ﬁsék "'égf"'r q'aLAs -

- —?--

A s /,é,,r/;n- PN I ﬂ/-\f

T

.aéé- ML_ & %5 fﬂ-&- 443“5"—'— _ g\,ﬁ_ﬁ_—h l\/t '<_,_ B

ak _
| E

R

I
T

= M | {'WIao( .)‘

._ﬁfwf -Qppme Mbﬁw%fﬁ

’/Jl"“- '¢ a_j Df re — o o= o~ o= 2 g —_—

Sre FAZ  flod ) A i S
A e o s ,4{?7‘_’___06 Suh M _ =
- I e

/é@ (0»8/6@0/4.2 QJﬂ!

/J/e Mot Shon M

| o

S
1
1




(4. 2 (HJ’Y’)_Z | A oy asdure 4;%u¥é¢r{34'

. *

oty Ak —




B _(p-&)

‘ Secu\“‘\'j di'Hw_RSA gcbe,\me

_4..1__._ _a.inﬁl 4_6143;C
j[ Ae cqwr -Ana(

ey ‘?4‘1”! 5
5 amnd zﬂ_l? 63 CRiz

— KOMFW’{_L“ o M)ﬂof__/wwu Com pie e .
. Mﬁt_. icgc@:_ca?; o e e

| _gihce _ o S
_-“_(7 oS e Schome is mgt decewe embes
Bl € i oo e s
_ A wrell ¢haen 204.% Lit ~n s M*fik? A Az
%C'ILWEJ' . (ﬂvrwmu M_g  _dheutel he
Lj,{' /e aboutl 4@{.5(?1% S
| Lr M_a.._.ﬁmj & front Fyvanls wifhval e o

7 %@Tﬁfaxuim [or ‘f_ﬂff _Zéj 2rep't
H ft‘?/{m : ) : —

o about

é’{c/van‘/dgad ove fm;éémd_@eﬁ'hj WM
,J- &chc_gdn Jahmﬂolg'ﬁaueoé
- nm - &cnef"/ﬁﬂ-! 4% ﬂlrcﬁ—-ﬁﬁr’f
_____,_,éena/;_-:_j MQ&AJ_IJL%& t'ammmﬁm‘/_L

H_gﬁﬁ_ﬂﬁiﬁj _;-g.. e ———— — | — | W —— _ﬂeﬂ ——— W prm— ETTUNS geemes pem—— 8

Pl

vy UF B S SR o o i i i o s
N | Soppone R __people wish b forkcipte =2 21
/mcfﬁh ot ® i Such q,@?( ﬂw;[m one Can

, cwle dﬂﬁr.s'_c&q,f-y Ao fotwetn, J Hre o0 Nors.
7-'(1”4 cAck foair  Nees o /,l-er/n-/é 4?4 cach fotson

| Menle b oo Tack of . sifant secnthags

L




| Lhus ﬂe. bl Numloo %_,fégf( Mepé’q/
Zn Ko KSA schone -each Mﬂq bes om /..,r

A ok 3

e — — — By

_’7‘14 _4;5 — —— a-we_,__________z.

e ‘tﬂ P 0'”4 —_— ——— ’ééy,-:f’
# d d,

l:f;ru(mf ffm:_ﬁa %'nm&f’

_J_,E',/am_g{a_ fmof e 30‘0 C’/lﬁﬂ/ 751’71712 .

°

o

_Z_f/,'f proved  comapes. &

SR

o1 fma&u Méﬂ«s g

-_—

W ﬁm,@éég@ e
 Prine Number Mﬁm?wﬁ‘d»'?z.,qéw

| mear X Wﬂ/v ons ﬁfg ey

| ot %mm.ﬂ-

i S Ao j //0_) R "“-’_..._.:__-__J__._

| At M@;mL __zé(]l Qém.,i —_—— ’?‘EMM

” E:J,é %w_/mgﬁ%;c Foime.

Some Q.\_ or Phms

u_/o_..r_cn,éiﬁe_mzl Ao /’{Dgﬂ f/gonjfsm,ﬁ.eM

!; I(l‘) 4 rm_p,ﬁw(,[:r C‘ampvo4'l«f = gt

-




| /wr:%*?
[/} /H/?ac[u[av J nves ion 4 f

Thpt v  and ‘YF

et 2720 pad A=/

cré)

4/4 //4_’ r>o _c_/o

T&<—m

n<—

ge— [&6/n]

= t— g

s A

A~ g ;ﬁ?
A =

/ e ———————
0(:_7[/;_1;!' j
5’70/" _ -
e & a‘ﬂ&q"‘ 4)/ re, #1 - 4oue
Wheo _<ppl) > 7 = bge
B ave. o M = n -~ % a
Lt A . i
M= G v T,
L 1"?* AT S i o
I 1 (? B
\ J *—*73 L "" /
[ . = CIn o+ 5°r
| i
J_ . e ()04 BT _
| : : :
; r, =Y. - RERAY
| j PLES e = .
o /mﬁ‘ = fﬂq A +0

’W a=/

-[)n-ur--

[[]vz AL T

LA
= [)V‘ +_(_44_”“-6§:‘;J) =




Tahelly )= (hn 4 oo
| 2 = [0 4 mn
| 7} = 'f"]'n ;PP

A kally 4= -
b’ 4= o
_____ 7 ;m' ) alpe Tyn Lo
!\ | B g o
B F aX
i.
B N i(]t{z pqﬁ;u‘ a/g',awﬂzm o
e Aesenbe e cffiriod et j.’y (o b
Il ,,i/ﬁ_m_onj/_g_ ot eficied WZ‘*( ,;fy Cmd.uvA f' ______________
I—%W g2
s o exampl  s.ppoe v vl L .{‘owt,w(-_ a

‘yg& smngad e fa;ww okl be o oA _ _

I W;.gqulfﬂf{m é.z‘ %u /4 ,,Cm:-«é “- :cu.-L_L_.
| e oo i< b comvecl €2 A /f/aay

52 =
So ({w/é" R
2 = R
ik ormte pews f a4 dovg refedel _ _ i
) o, o




(p-19

This Abss ooy hf hiendma
_____ Aor, e complele Ze  compahicon .,’ @ffl__g;_ i
| mmV/A’.éécf.Am J o
St?..

/4 f 3-21:64 o A_Tf_..—._.-. my_éi,( /jcn b an _iident
5 AR (74"' /Cf‘"’é A ‘A Y .;?/fam%m
J PG Y

The Power Algorithm
Input a and N
letj=1,Q=1,Y=1landn=N.
while n > 0 do
if n is odd then
b+—1
if n = N then
| Q —a
Y+—a

else

Q+— Q?

— Y +— @=*Y

else

i be—20

| if n =N then

5 S — - Q—a

else

......... Q+— @
n +— [n/2]

Output Y

STOP
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‘I The Power Alporithm mod m
Input ¢, N and m

| Let j=1,Q@Q=1Y=1andn=N.
: while n > 0 do

if n is odd then
,l o coeeli ol ] b+—1 =

if n = IV then
| Q{—a

Y+—u

: else

Q +— mod (Q* m)

__‘T— : Y +— mod (Q*Y,m)

else

be—20
if n = N then

_‘ — - — Q {_ a -—
else

= Q +— mod (Q? m)}
n +— [n/2]

{ Output Y
STOP
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Contents
# RSA EXAMPLE
# Suppose Alice wants to send Beob the message
# JON SKATES
# First Alice converts this is a number using spce=00, A=01,
# B=02, C=03, ..., Z=26
# M = 10 15 14 00 19 i1 01 20 0§ 19
# Then Alice looks up Bob’s public n and r:

n=110963561737
r=684315297

# Then she breaks up M into blocks less than n:

M1=1015140019
M2=1101200519

# Alice next calculates M1°2 and M2"r mod n

mod (M1~r,n)
Error in lines 1-1
Traceback (most recent call last):

File "/projects/17ab5038-8f40-4654-a1b9-176371ed4c00/ . sagemathcloud/sage_server.py",
line 736, in exacute

exec compile{block+’\n', ', ’single’) in namespace, locals

File "", line 1, in <module>

File "integer.pyx", line 1994, in sage.rings.integer.Integer._ _pow__
{=age/rings/integer.c:14677)

File "c_lib.pyx", line 73, in sage.ext.c_lib.sig_raise_exception (sage/ext/c_lib.c:872)
KeyboardInterrupt

# We see that using the mod function is not practical. We
# need to use the power_mod function (which naturally uses the power mod
algorithm)

El=power_mod (Mi,r,n);El
997487205638

E2=power_mod (M2,r,n);E2
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7148290747

# Also then encodes the message as
# E = E1 . E2 = 99748720587148290747
# Bob decodes the message by calculating E1"s and E2°8 mod n using his \

secret s.
#
# Instead we can find Bob’s secret s by factoring n = p#q
# After finding p,q we find s that r*s == 1 mod ( (p-1)*(q-1))
factor(n)

104729 = 105953

p=104729
q=105953

SL=xgecd(r,(p-1)+*(gq-1)); SL
(1, 657804897, -40567793)

s=mod (657804897, (p-1)*{qg-1));s
mod(r*s,(p-1)%(q-1))
s=Integer(s)

657804897

1

# Hence we find Bob’s secret s = 657804897

bi=power_mod (El,s,n);Di
1015140019

D2=power_mod (E2,s,n) ;D2
1101200519

D1==M1
D2==M2
True
True

# Obsarve that M1 == Ei1~s mod n and M2 == E2~s mod n
# and we are able to find M1, M2, M and the original message .
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